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Assessment / Snapshot

Current State at a Glance

TOTAL IDENTITIES

14,085 1.66K 6.05K 335

494 827

59 343 248 177 

KE Y TA KEA WAY

ACME's most material risk is standing or weakly governed identity privilege — especially among service principals and administrative workflows — not alert volume.

20 124 162 188 



THEME 01 · FINDINGS

Privileged Role Activity

scoped roles exist for nearly every operational task.

Global Admin Role Added 127 CRITICAL

Azure Owner Assignment 53 MEDIUM

Azure Contributor Assignment 104 LOW
PR IVIL EGE D AC CES S

127

CO NTEX T

PIM justifications observed included "Check permission," "Daily Task," "Azure Policy Check." Activity traced to a known admin naming convention ( james.hartley@acme-inc.com) and  

excluded from findings.



THEME 01 · RECOMMENDATIONS

Privileged Role Activation

Close the Role-Mapping Gap
PRIMARY

Require Meaningful Justification Enforce Strict Activation Windows

Require Peer Approval Alert on Every Activation — Without Exception



THEME 02 · FINDINGS

Non-Human Identity Exposure

orphaned, dormant, or ownerless 

NO N-HU MAN IDE NTIT IES

HIGHEST-RISK IDENTITIES

LogAnalytics Reader SP CRITICAL

AZ-INFRA-DEPLOY-SYS-PD / NP CRITICAL

ComplianceTrack CCR Mail Retrieval HIGH

CloudBackupForMicrosoft365 HIGH

DataMigrate Pro / LinkBridge Connector HIGH



THEME 02 · CONCENTRATION

NHI Concentration Risk

29
Broad Data Access Permissions

11
Directory-Level Admin Roles

8
Dormant Admin Blast-Radius SPs

HI GHES T-VA LUE REM EDIA TIO N

Assign owners, rotate or remove credentials, and reduce permissions on these identities — faster to fix than human workflow changes , with outsized posture impact.



THEME 03 · FINDINGS

Sensitive Data Shared Externally

data theft is a top 

priority for known threat-actor groups.

487 128

TOP SENDERS — ALL ROUTING TO AI PLATFORMS

Jennifer.Caldwell Michael.Patterson Rachel.Simmons David.Thornton

AI DESTINATIONS — HIGHEST CONCERN

app.rogo.ai HIGH CONCERN

73 9

search.hebbia.ai MONITOR

18 1

RE COMM END ATIO N

Destinations broadly align with sanctioned business platforms, so most activity may be policy-compliant — but Permiso recommends continued monitoring of sensitive-

data sharing to AI platforms 

data sharing to AI 

, where exfiltration risk concentrates.



THEME 03 · DETAIL

Single-Use Destinations — Full Detail

DESTINATION USER IDENTITY FILE FLAG

web.whatsapp.com REVIEW

wings.sfc.hk REVIEW

sandbox-4.reactblade…azure.net REVIEW

client.schwab.com REVIEW

get.activedisclosure.com

acme.lightning.force.com

acme.seismic.com

forms.monday.com

portal.azure.com

make.powerautomate.com

plutus.pd.acme.com

www.clientaxcess.com

ironcladapp.com



THEME 04 DISCOVER

AI Agent Inventory

14 9 3

COPILOT STUDIO · 5 LAMBDA-EMBEDDED · 6 SHADOW AGENTS · 3

WH Y IT  MA TTER S

Static registration alone is insufficient — 9 of 14 agents surfaced only via runtime telemetry and would not appear in a traditional asset scan. Shadow agents route company data to unvetted 

external AI platforms with no sanctioned identity attached.



THEME 04 PROTECT

AI Agent Access Risk
OVER-PERMISSIONED AGENT IDENTITIES

7 agents hold permissions they have never exercised 

3 hard-coded credentials or OAuth delegations 

4 no assigned owner 

Permiso traces past the tool layer 

tool layer 

GRANTED VS. USED

ACME-DataSync-Agent

29

4

86%

RE COMM END ATIO N

runtime data, not just configuration reviews. 



THEME 04 DEFEND

Agent Runtime Monitoring

2,847 34 6 7 min

FLAGGED BEHAVIORS

ACME-DataSync-Agent MEDIUM

exfiltration classifier fired. 

Copilot-HRAssist REVIEW

3× normal tool-call volume 

agent-spawning-agent pattern Agent kill-switch 

BE HAVI ORA L TR UTH

Config scanning tells you what an agent may do. Permiso's runtime engine tells you what it actually did — every tool call and sub-agent invocation, tied back to the initiating identity.

initiating identity.



ADDITIONAL FINDINGS

MFA-Related Findings

HIGH

Sandra.Mitchell@acme-inc.com
SMS-based MFA 

MEDIUM

Kevin.Harrington@acme-inc.com
Okta MFA Multiple Verification Deny 

RE COMM END ATIO N

Ensure Sandra.Mitchell moves to strong, phishing-

resistant MFA factors such as 

resistant MFA 

Okta Verify FastPass or 

FIDO2 / WebAuthn.

FIDO2 / 



Assessment / Action Plan

Highest-Impact Remediation Plan

PR IORI TY 1

Clean up high-blast-radius service principals

principals

PR IORI TY 2

Tighten privileged access governance

PR IORI TY 3

Control sensitive data to SaaS / AI

EX PECT ED IMPA CT

greatest posture improvement with the least operational effort.



F I N A L  A S S E S S M E N T

PRIVILEGED ACCESS

governance controls 

needed.

NON-HUMAN IDENTITIES

Most urgent posture issue 

SENSITIVE DATA SHARING

128 public-sharing exposures 

The fastest path to measurable risk reduction: remediate a small set of privileged service principals and enforce stronger 

stronger governance around privileged activation and sensitive-data movement.
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